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Gradual types = Static types + any

t < any any <t/






Transitivity is key to subtyping



Subtyping models data flow






public  t < any any < t’  tainted

t <t



Gradual types = Security”* types!



Syntactic separation of types / safety

T ou= 1|ttt | {by ... 6ty | &t

t == t#0| any



0 = src » dst

“dafety qualifiers”



src¢’ C src dst C dst’

src » dst < src’ » dst’



Terminal
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(no errors)  Static Dynamic A (all errors)

NS

Initial



precision jattice

src¢’ C src dst’ C dst

src » dst J src” » dst’
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Static






m < n t <t tm <t
{61ty bty S {0t b i )
t’ <t t <t
&t <&t

r <71’ 0 <0

THO< T #0 any < any



6 < Dynamic Dynamic < 0
public 6 tainted 6

public 6 tainted 0
T #0 < any any < 7 #0



1° =1
(t; — t2)° = any — any
(€1 :ty,...,6n i 1y} = {61 any,..., ¢, : any}
(& t)°* = & any

r<r’ <

public 7 tainted 7



Well-formed types / safety



public @ = public r tainted 0 = tainted 7



1 = Dynamic

(h— ) =n") N

Polarities ¥
0 ﬂrlllﬂs v (01 :t,..., Co ity =t M-ty

@&t) =@ Tmt!

A=Al

any’ = Dynamic (r#0) =0




CAUTION

Fy

THIS IS SPARTA




public 6 public 7 tainted 0 tainted 7

T #0 < any any < 7 #0




tunsafe = {€ : (& ({} # Initial)) # Initial} # Initial

Mutahility + Subtyping = =



Well-formed = Sound

‘'l be fine, thank you!”

tsafe(1) = 1€ ¢ (& ({} # Dynamic)) # Initial} # Initial

Lsafe(2) = {€: (& ({} # Initial)) # Initial} # Static



Applications



Well-typed programs can be optimized






Inference r'+e:t=c
Dynamicchecking T're:zfic
Static checking T'+e:t =




Insert dynamic checks
for tainted types...

['Fe:any = ¢
F're:° (%) c

[Fe:T#0 = ¢ tainted @
F're:T (%) c



Remove dynamic checks
for trusted types!

[[Fe:T#0 = ¢ trusted 0
['Fe:7T(c



Also,
"suntyping models aata flow™

FFe:t' = ¢ t’ <t

['Fe:t <



Well-typed programs can’t be blamec
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t<t'ifft <"t andt <™ t’

Drecision  t2tifft <t andt’ <t






Symmetric rules, Asymmetric encoding

lainter types = any
Trusted types = Static types




“IT°S NOT WHO I AM UNDERNEATH
sUT WRAT [ DO THAT DEFINES ME™

e




