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Defensive Programming




Defense in Depth
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/etc/passwd Alan’s stuff Barb’s stuff Doug’s stuff

Kernel + root
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POLA — Principle of Least Authority
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Kernel + root
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Apply PQLA recursively
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Reduce height
Minimize+verify each TCB

/etc/passwd Alan’s stuff Barb’s stuff Doug’s stuff

Verified pkernel
| N
No root

.............................................

""""""""""""""""""""""" : Mtop




Reduce width
Partition virtualized legacy

/etc/passwd Alan’s stuff Barb’s stuff Doug’s stuff




Multiplicative risk reduction

Reduce horizontal space POLA
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.......................................................................................................................................................................................................................

Reduce width ‘Compositional virtualization



Choose Verification Battles

Reduce horizontal space POLA |
;Patterns limit authority?

Reduce density ;Composlition across scales |
:Embedding preserves security?

.......................................................................................................................................................................................................................

Reduce height gMinimize TCBs: pkernel, lang,
... Formal verification

Reduce width ‘Compositional virtualization
glmpenetrable confinement?
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Escrow Exchange Contract

function escrowExchange(a, b) { // a from Alice, b from Bob

let decide;
const decisionP = new Promise(resolve => { decide

= resolve; });
function transfer(srcPurseP, dstPurseP, amount) {
const makeEscrowPurseP = Q.join(srcPurseP ! makePurse,
dstPurseP ! makePurse);

const escrowPurseP = makeEscrowPurseP ! ();

Q(decisionP) .then( // setup phase 2

=> dstPurseP ! deposit(amount, escrowPurseP); },
=> srcPurseP ! deposit(amount, escrowPurseP); });

return escrowPurseP ! deposit(amount, srcPurseP); //phasel

}

async function failOnly(cancellationP) { throw await cancellationP; }

decide(Promise.race([Promise.all (]|
transfer (a.moneySrcP, b.moneyDstP, b.moneyNeeded),

transfer(b.stockSrcP, a.stockDstP, a.stockNeeded)
1)

failOnly(a.cancellationP),
failOnly(b.cancellationP)]));
return decisionP;
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